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[Note - this document is a template for the Project Information & Communications Technology Plan. It should be used and edited by the Entity Project Management Organizations (EPMOs) for the purposes of applying it to an individual project]
1. [bookmark: _Toc490935268][bookmark: _Toc2577635]PURPOSE

The purpose of this plan is to identify and document the Information Systems and Technology requirements for the successful execution of the project.

	Required Fields 
	Description
	Project Data

	Entity Name
	e.g. Ministry of Health (MOH)
	

	Project Number - EXPRO
	Project number issued by EXPRO
	

	Project Name - Arabic
	Official project name in Arabic
	

	Project Name - English
	Official project name in English
	

	Project Number - Entity
	Project Number issued by Entity
	



The Information Technology (IT) items identified and documented in this plan serve as a reference for the project execution.  This plan will be reviewed and updated at a minimum every 6 months to reflect the changes during the project life cycle, assess the risks associated with those changes, and evaluate their impact to the Information & Communications Technology environment. 

The objectives of the Project Information & Communications Technology Plan are as follows:

Define the IT requirements and scope on the project 
Establish a single point of reference to describe the IT systems and the associated integrated work processes for the project.
Increase awareness of IT solutions available to the project.
Provide a mechanism to determine the most suitable portfolio of software applications for successful execution of the project.
Define the project IT infrastructure.
Establish an environment for continuous planning, execution and training.

1. [bookmark: _Toc490935269][bookmark: _Toc2577636]SCOPE

The scope covered by this Project Information & Communications Technology Plan covers all Information Systems and Technology issues and work processes associated with the master plan, design, design review, project management, procurement, construction, start-up and handover of a project, including:

Central Office Execution
Temporary Facilities
IT Infrastructure
Project Applications
IT Support
Construction Site Services such as Site Radio, Public Address, Security System  
Camp IT Facilities

Items not in scope:

Document Management is not included in this scope as this will be the subject of a separate project plan 
Permanent IT Facilities, Permanent Plant Fiber, or Communications Systems. 



[bookmark: _Toc2577637]definitions

	Definitions
	Description

	3D 
	Three Dimensional

	CAD
	Computer-Aided Design 

	CIO
	Chief Information Officer

	CITC
	Communications and Information Technology Commission

	COTS
	Commercial-Off-The-Shelf

	DOR
	Description of Requirements

	Entity Project Management Organization (EPMO)
	An Entity Project Management Organization, this is an integrated team that comprises the Entity and its PMC responsible for managing all the Entity’s projects.  

	EPC
	Engineering, Procurement and Construction 

	GPS
	Global Positioning System 

	ICT
	Information Computers and Technology

	ID
	Identity

	IT
	Information Technology

	Manual Workers
	Working at the site without the use of computers 

	MOH
	Ministry of Health

	Non-Manual Workers
	Working in offices or at site with computers or mobile devices 

	PO
	Purchase Order 

	Project IT
	IT Teams working on the project 

	Super User
	Subject matter expert who will define how the software will be used, support software implementation, and drive its implementation on the project.Expert who will define how the software will be used and drive its implementation on the project



[bookmark: _Toc490935271][bookmark: _Toc2577638]REFERENCES

	Reference 
	Description

	EPM-KE0-RG-000009
	List of Commonly Used Design and Engineering Software

	Information Security Policies and Procedures Development Framework for Government Agencies
	Communications and Information Technology Commission (CITC) - Acts, Regulatory Documents and Bylaws http://www.citc.gov.sa/en/RulesandSystems/Pages/default.aspx

	PL-PM-014-E
	CITC Guidelines on Disaster Recovery Planning for the Information Computers and Technology (ICT) Industry



[bookmark: _Toc490935272][bookmark: _Toc2577639]PROJECT requirements and baseline assumptions

It is important to define the project requirements and baseline assumptions before developing the Project Information & Communications Technology Plan, so the following will be documented after discussion with project stakeholders, so this section will cover:


Project Schedule 
Mobilization Schedule
Project Locations
Scope of the Project, e.g. Engineering, Procurement and Construction (EPC)
Stakeholders (Partners / Other agencies / EPMO, etc.) requirements
Sub-Contractors / Design Contractors requirements 
ICT Deliverables 
Project Staffing by location, both manual & non-manual workers 
Regulatory, Country, constraints or applicable regulations 
Intellectual Property / Ownership requirements
Turnover requirements either to the operator or to another entity 
Operations and Maintenance requirements 
Asset Management requirements

[bookmark: _Toc2168075][bookmark: _Toc2168076][bookmark: _Toc2168077][bookmark: _Toc2577640]Project Information & Communications Technology Plan 

[bookmark: _Toc2577641]Executive Summary

This section will be an executive summary and could be used as ICT input for the overall Project Execution plan and will cover:

Milestones / Schedule for key activities 
Activities dependent on ICT e.g. setup of new site office 
ICT deliverables e.g. implementation of a new system 
Office and site locations, along with purpose e.g. Engineering Execution, Construction, Fabrication Yard
Network topology showing how offices and teams will connect
Major applications to be used 
Major long lead items needing special attention
Project IT Organization Chart to show all IT staff on project and reporting lines
Description of Requirements (DOR) for IT activities if applicable with partners / subcontractors and functions.

[bookmark: _Toc2577642]Information Security

Information security is imperative to the success of projects. This requires a pro-active approach to meet current and future information security threats based on the following components:

Deter - The ability to prevent attackers from penetrating project network as much as possible through multi-layered technologies, user education and strong information security processes
Detect - The ability to ensure we can detect any attacks that manage to break through our deterrent tools
Respond - The ability to rapidly and thoroughly analyze the characteristics and extent of any information security compromise
Remediate - The ability to clean up malware, viruses and update deterrent tools to block any future attacks.







This section will cover:

Information Security Awareness for All Staff
User Account Management
Administrative/Privileged Network Accounts
Network Access and Use Agreement 
Project Data Classification
Software License Compliance
Computer Viruses Protection
Data Backup & Restore
Information Security Monitoring and Forensics 
Two Factor Authentication / Physical Hardware Tokens
File Share and Application Security
Admin and Service Account Password Management

[bookmark: _Toc2577643]Software Applications Portfolio

This section identifies all major software applications and will be agreed by the Entity CIO and aligned with EPM-KE0-RG-000009 - List of Commonly Used Design and Engineering Software. 

See Software Applications Portfolio in Section 6.16. This list contains application name, vendor/author, current version, responsible discipline, project Super User (Expert who will define how the software will be used and drive its implementation on the project). 

[bookmark: _Toc2577644]Data Integration

This section will cover any interfaces or data exchanges, automated or manual between the project applications. These are broken down into 3 levels of diagrams, which each diagram describing another level of details:

Level 1 - Cross Functional diagram showing the main applications across the EPC functions.  For example, how steel data is extracted from the Engineering CAD Model, which is passed to the procurement system for purchase, and then how Construction Track its delivery and installation at the job site.  Detail would show the type of transfer and in what direction the data flows
Level 2 - Detail diagram detailing the application used within a Function or Engineering Discipline. For example, how the 3D Model of a bridges is passed to the stress team for stress calculations   
Level 3 - Diagram or table showing the actual Commodity or Attributes being exchanged per application.  For example, the attributes of a transformer being passed from the 3D Model to Procurement system for purchase, so would include tag (Unique ID), Model type, Voltage, Power, Weight, etc. 

[bookmark: _Toc2577645]Subcontractor Interfaces

This section will cover any interfaces to sub-contractors: 

Subcontract IT Clauses covering formats or data requirements 
External Data Sources 

[bookmark: _Toc2577646]Collaboration

Identify any interfaces to external stakeholders for example: 

Video Conferences
Shared Applications
eMail

[bookmark: _Toc2577647]Support and Training

Identify support and training resources:
 
How users will get IT support 
How users will get training on computers or use of applications and who is responsible

[bookmark: _Toc2577648]Data Classification  

This section will cover data classification and how it aligns with CITC data classifications. See CITC Information Security Policies and Procedures Development Framework for Government Agencies.

[bookmark: _Toc2577649]Construction Site Mobilization

Identify project mobilization requirements / deliverables / team and mobilization schedule:

Names and where they are coming from
Temporary Facilities / Locations
Equipment (Phones, Laptops, Printers, etc.)
Applications Required 
File Service (New or Existing)

ICT On-Site Early Mobilization 

IT support for project team 
Provision equipment
Project / Site office location survey and feedback lead time for connectivity to ensure the optimal office location 
Try to reduce number of offices / locations to reduce complexity and cost
Document Office Locations [Global Positioning System (GPS) Coordinates], start date, and number of people 
Meet with IT\Communication Vendors / Client / Contractors
Meet with Internet Service Providers for Internet/ phones & mobile internet.  

Permit / Regulatory Management
Identify who is responsible for permits e.g. Digging up roads for fiber, or tower erecting
Check entity name on permits matches correct project entity 
Check any regulatory restrictions for Phones, Radios, Communication Towers, etc. 

Identify long lead items - e.g. Network links / Software / badging system.

Develop IT requirements for the site offices: 

Space, e.g. Store Room, Computer Room, Riser, etc.
Cooling / Air Condition
Security
Power 
Fire Suppression
Structured Cabling / Fiber

[bookmark: _Toc2577650]Network Design

Develop network topology for the construction site with, timescales and bandwidth requirements: 

Voice 
Mobile Traffic
Data
Contactor Requirements 
Offsite Data Backups 

[bookmark: _Toc2577651]Disaster recovery

Follow PL-PM-014-E - CITC Guidelines on Disaster Recovery Planning for the ICT Industry.

[bookmark: _Toc2577652]Project IT Closeout

Develop plan of activities to include: 

Project Milestones 
Office Decommissioning dates
Application closeout dates (including system transition dates)
Data transfer timings  
Application access dates
Contracts and Purchase Orders (POs) closeout dates
Hardware re-deployment or disposal 
Software licence management 
Disposal or retention of paper records 
Lessons learned 

[bookmark: _Toc2577653]Project Data Handover

This section will cover any transfers of data or systems at the end of the project, for example: 

Handover from Sub-Contractors 
Native As-Builts
CAD Models 
Database transfers 
Handover to Government Entities  
Native As-Builts
CAD Models 
Database transfers 
Handover to Operations and Maintenance of the new asset  
Asset database
Operations and Maintenance database
CAD management system 

[bookmark: _Toc2577654]Project Data Archiving

This will align and refer to the entity data archiving procedure.

[bookmark: _Toc2577655]Project IT Risks and Opportunities

This section will cover risks and opportunities related to the specific project: 

Project IT Risks and how they may be mitigated 
Project IT Opportunities, e.g. Development of a new Project Information & Communications Technology tool that could be re-used by other projects. 
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[bookmark: _Toc2577656]Software Applications Portfolio

	Application
	Description        
	Type
	Vendor
	Functional Owner
	Licensing
	License Server
	Super User
	Access Mechanism
	Estimated Storage Requirements
	Version

	XXX
	Procurement System
	COTS
	MS
	Procurement
	Global Agreement
	SERV001
	FBLOGS
	Web
	1000Gb
	4.1

	XXXX
	Schedule 
	COTS
	Oracle Primavera
	Project Controls
	Project Licenses
	SERV001
	FBLOGS
	Local Installation
	100Gb
	P6

	XXX
	RISK
	COTS
	MS
	Project Controls
	Project Licenses
	SERV002
	FBLOGS
	Web
	100Gb
	1.2
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